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The Health Insurance Portability and Accountability Act of 1996
(HIPAA) has a profound impact on safety net providers. To help
agencies afford expert consultation and provide the opportunity
for collaboration, a regional health foundation has created the first
model in the nation to bring together safety net providers to work
toward implementation of the HIPAA.

THE HEALTH INSURANCE
Portability and Accountability
Act of 1996 (HIPAA) is the most
sweeping federal legislation to
affect health care since the cre-
ation of Medicare in 1965.

Title 11, Subtitle F—Administra-
tive Simplification—strives to im-
prove efficiency in health care
delivery through standardized
electronic data interchange and
to protect the confidentiality and
security of health information
through enforceable standards.'

The Administrative Simplifica-
tion provision of the HIPAA
comprises 4 main components,
each with its own rules, stan-
dards, and implementation dates:
(1) transactions and code sets,
(2) privacy, (3) security, and
(4) unique identifiers.

The health care industry is
working hard to meet implemen-
tation dates for the transaction
and code set regulations (which,
given the proper extension filing,
will be October 16, 2003) and for
the privacy regulations (April 14,
2003). The final security rule was
published on February 20, 2003,
with a compliance date of April
21, 2005. Even before its publica-
tion in final form, health plans,
clearinghouses, and certain
providers were preparing for secu-
rity rules based on the proposed

1806 | Field Action Report | Peer Reviewed | Turner and Foong

Reproduced with permission of the copyright owner. Further reproduction prohibited without permissionyz\\w.manaraa.con

regulations. The only unique iden-
tifier rule that is in final form is
the employer identifier rule, which
was published on May 30, 2002,
with an implementation date of
July 30, 20042

In addition to paycrs and clear-
inghouses, all providers who
transmit administrative or finan-
cial health information in elec-
tronic form will have to comply
with these health care information
standards. The HIPAA’s ubiqui-
tous technological and operational
impact will necessitate review and
assessment of all internal proc-
esses that deal with the use and
disclosure of protected health in-
formation. Transactions and code
set standards require entities cov-
ered under HIPAA that perform
specified administrative and finan-
cial transactions to transmit them
electronically in a standard format
and with standard content. The
privacy rule governs the use and
disclosure of protected health in-
formation by entities covered
under the HIPAA. Among its re-
quirements, the rule provides new
rights for individuals to see,
amend, and receive a copy of
their protected health informa-
tion, receive an accounting of dis-
closures, and request alternative
means of communication. These
provisions challenge entities cov-
ered under the HIPAA to con-
sider operational changes and re-
quire them to provide adequate
staff training and develop written
policies, procedures, and forms to
properly govern the exchange of
protected health information.

The Department of Health
and Human Services (DHHS)
estimates that implementation of
the transactions and code sct
rules will save the industry
$29.9 billion over 10 years,
while the privacy rule is esti-
mated to produce net costs of
$17.6 billion over 10 years.® The
DHHS therefore expects the ad-
ministrative simplification stan-
dards to generate a net savings
to the health care industry.

While the rules and regulations
are mandated by the DHHS, no
funding is provided to help organ-
izations to come into compliance.
Safety net providers, who are
struggling on a daily basis to pro-
vide care to the community, are
especially hard hit. They are un-
able to atford individual consulta-
tion to help their organizations
with the compliance process.

THE COLLABORATIVE
EDUCATION AND
ASSESSMENT PROCESS

Recognizing the problem, the
Health Foundation of Greater
Cincinnati, a regional foundation
that awards grants to community
health organizations, developed a
collaborative work group to assist
local safely net providers with
the HIPAA readiness process.
Because all of the safety net
organizations were constrained
by limited staff and financial re-
sources, the foundation decided
that working toward HIPAA im-
plementation as a region offered
the best chances of success.
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Accountability Act of 1996.

This effort began in May
2001 with the convening of the
safety net provider leadership of
the foundation’s 20-county ser-
vice area, which is in southwest
Ohio, southeast Indiana, and
northern Kentucky. The 28 par-
ticipating organizations included
federally qualified health centers,
local public health departments,
providers of mental health and
substance abuse treatment, and
mental health boards. In the par-
ticipants” evaluation of the re-
gional approach, 4 key benefits
were identified: financial savings,
shared discussions, focused time,
and a structured process.

The Health Foundation re-
leased an invitation for work in
October 2001, which requested
assistance in assessing 2 final reg-
ulations: privacy and transactions
and code sets. A provider review
panel evaluated several responses
and selected a consulting firm,
which proposed a hands-on col-
laborative approach to guide the
organizations through the educa-
tion and assessment process.

Organizations agreed to pay a
sliding scale participation fec based

Figure 1—Estimated cost savings 6f a collaborative regibnal
approach toward implementing the Health Insurance Portability and

on the number of their employces:
$400 for 1 to 20 employecs,
$800 for 21 to 50 employees, and
$1200 for over 50 employees.
Most of the consulling expendi-
tures were paid through an operat-
ing program of the Health Founda-
tion of Greater Cincinnati.

On the basis of the consult-
ants’ estimates, obtaining individ-
ual consultants for the 28 organi-
zations would have cost the
region an estimated $800000.
The collaborative education and
assessment process resulted in
savings of nearly $500000.

Kickoff VMleeting

A meeting held in January
2002 introduced the 10-week
collaborative assessment process.
The 28 safety net organizations
signed a memorandum of agree-
ment, which stated that they un-
derstood all time commitments
and expectations.

Education Session

The 1-day education session
began with an overview of the
HIPAA. Participants then broke
up into smaller groups for detailed
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discussion of the privacy rule and
its implications for safety net
providers. The entire group recon-
vened for the transactions and
code sets session. HIPAA content
was reinforced with activities and -
games. This session cstablished a
knowledge base, which allowed
each participant to begin an orga-
nizational assessment.

Participants received assess-
ment document templates and
QuickStart Guides (a set of plain-
language explanations) to the
privacy and transactions and
code sets.

Gap Analysis

The gap analysis (an assess-
ment of an organization’s policies
and procedures compared with
HIPAA’s administrative simplifica-
tion rules) was divided into 2 ses-
sions. The first session educated
each organization about the
HIPAA self-assessment process
and introduced cach assessment
tool. These tools assisted with the
documentation of current opera-
tions as it relates to HIPAA com-
pliance. The second session pro-
vided a forum to discuss and
review participant input.

Participants received a privacy
tool, a business associate tool, a
transactions tool, and a code sets
tool. All of these tools are available
on the Health Foundation’s Web
site, http://www.healthfoundation.
org (search under “HIPAA").

Individual Sessions

The individual sessions, which
took place over a 2-weck period,
provided individual advisory
services to each organization.
The participants discussed their
progress and gained a clearer un-
derstanding of organization-
specific issues related to the
HIPAA assessment and tools.

Participants received individ-
ual consultation advice and dis-

cussion, clear explanations of
organization-specific issues, and
guidance for the completion of
assessment tools.

Checkpoint 1:
Project Definitions

Participants came together to re-
view individually identified gaps as
well as “common gaps™—those
identified by many of the partici-
pants. This process identified op-
portunities for organizations to col-
laborate in the areas where similar
HIPAA compliance issues exist.
Organizations were presented with
an initial template of compliance
projects. Participants then added
customized projects to the list. The
teams then began developing spe-
cific tasks for each project.

Each participating organization
received a list of the common gaps.
This list was then developed into
specific workshops to further ad-
dress each common topic.

Checkpoint 2: Cost Model
During this half-day session,
participants were introduced to a
cost model that allowed organiza-

tions to develop a high-level re-
source estimate and begin plan-
ning their implementations.
Organizations reviewed their proj-
ect definitions, sequenced their
major projects, and estimated the
human and miscellaneous re-
sources that would be required
for implementation. They contin-
ued to identify similarities in proj-
ects and areas for collaboration.
Participants received a cost
model tool and a project sequenc-
ing tool. (The Utah Health Informa-
tion Network has created an addi-
tional cost model resource that is
available at http://www. uhin.com.)

Checkpoint 3:
implementation Plan

The final checkpoint was a 6-
hour working session to develop
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the first draft of an implementation
plan. It focused on identifying ini-
tiatives, projects, task responsibility,
and completion time frames. The
teams also discussed implementa-
tion “keys to success” that were
learned from this process and the
potential for shared projects.

Participants received an imple-
mentation plan draft, a collabora-
tive project listing, and a commit-
ment statement.

LESSONS LEARNED AND
KEY SUCCESS FACTORS

Throughout the process, the
regional work group identified el-
ements leading to success, as
well as where improvements
could be made to benefit others
using the process. They included
the following:

* A collaborative community
effort. If participants are not will-
ing to share their information, or
to share possible solutions as they
arc developed, a regional work
group approach has little value.

* A documented, organized
effort. This helps move the group
along at a reasonable pace and
also allows all parties to have the
same understanding of time and
resource expectations. For this
process, a detailed memorandum
of agreement was created and
signed by participants.

HIGHLIGHTS

* By working collaboratively, the
agencies saved almost $500000
in potential consulting costs.

*Participants evaluated the process
very favorably and were enthusiastic
throughout the process.

*The group decided to continue
meeting regularly to share ideas
and work together on imple-

mentation projects.

* A convener. This role is essen-
tial, as the convener provides the
ongoing structure to the process.
"Tasks include providing meeting
space, material production, and
communication; serving as a
community leader to spearhead
the collaborative effort; and iden-
tifying and contracting all expert
advisory services. In the case de-
scribed here, the convener also
provided funding for the effort.

* Knowledgeable advisory serv-
tces. When choosing experts, one
should consider not just their
knowledge of the HIPAA but also
their ability to work with safety
net providers and their awareness
of additional legislation (both fed-
eral and state) that may contradict
or supersede HIPAA legislation.

* Leadership support from within
each organization. Leaders of par-
licipating organizations need to un-
derstand that HIPAA compliance
is not simple. Implementation is
not a one-person job, and while
there is a deadline for compliance,
the rules are evolving—therefore
responses will also evolve.

* Multiple, consistent representa-
tives from each organization. Con-
tinuity in the regional HIPAA
process is essential to its success.

* An accelerated gap analysis.
Through this group’s hard work,
other groups can now share in
their learning by streamlining their
gap analysis sessions. While there
were template projects that served
as a foundation, this group devoted
much time to tailoring the projects
to their specific needs as a diverse
community of safety net providers
and boards. Other groups who
have not begun the HIPAA assess-
ment process, those who are just
beginning, and those who have
reached a roadblock in advancing
their HIPAA initiatives can take ad-
vantage of this work and shorten
the time from the beginning of the
process to implementation.

1808 | Field Action Report | Peer Reviewed | Turner and Foong

NEXT STEPS

With the support of each other
and of external advisory services,
these safety net organizations
continue to press forward with
HIPAA implementation efforts.
Monthly workshops tackle shared
projects, which include the fol-
lowing: HIPAA training, individ-
ual authorization development,
notice of privacy practices devel-
opment, accounting of disclosures
development, business associate
policy and procedure develop-
ment and contract development,
provider communication/patient
communication, code set imple-
mentation and systems prepara-
tion, and state regulatory guid-
ance for preemption issues.

In terms of the security regula-
tions, the group described in this
report does not plan extensive re-
gional efforts for assessment and
implementation, as most of these
issues will be specific to the par-
ticular organizations. The main
collaborative effort in this area
will be to develop appropriate
policies and procedures and to
ensure that they are adequately
integrated with privacy policies
and procedures.

As part of the region’s commit-
ment to ongoing collaboration,
safety net providers are consider-
ing various shared service
arrangements, including billing,
and a shared HIPAA compliance
officer. The organizations under-
stand that noncompliance with
the HIPAA, in addition to sub-
jecting them to civil and criminal
penalties, could also jeopardize
continued grant funding and
revenue.

‘The Health Foundation’s re-
gional collaborative effort has en-
abled safety net organizations to
cffectively work toward imple-
menting the HIPAA. Others across
the country are encouraged to use

this model to help them accelerate
their implementation.
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